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Introduction 3

1 Introduction

This is material to supplement the presentation | gave on ClarionLive.com in May, 2009.

I'm not going to explain the "whys" of code-signing or manifests in this short article, but I'd like to go over
briefly some of the items | touched on in the presentation.

While | used the latest beta version of SetupBuilder 7 for the presentation, the screen shots here are
done with the current public version 6.9.

This document is Copyright © 2009 by Jane Fleming, Beach Bunny Software.
It may be freely distributed as long as it is distributed in its entirety and this notice is not removed.

Revised Saturday, May 30, 2009

2 FAQ

Verrrry briefly...

1. I'm just getting my feet wet, so shouldn't | buy a 1-year certificate? Dealing with the certificate
purchase process has given more than a few people more than a few grey hairs. | really recommend
buying a 3-year certificate.

2. How many files can | sign with my certificate? You can sign as many as you want. You can sign
code created for you by contractors. Just bear in mind that you're putting your name as a guarantor on
whatever you sign.

3. On what operating systems can | code-sign? I've signed projects using development machines
running XP, Vista (32-bit and 64-bit) and Windows 7. You need to use an XP computer and Internet
Explorer to go through the certificate purchase process. After that, you can copy your certificate files to
any computer you wish.

3 Buying A Certificate - The Lindersoft "Deal"

If you look at the price of code-signing certificates, you wouldn't be the first person to joke that this
whole thing looks like a money tree for the certification companies. Their prices for signing certificates
have doubled or tripled since Vista went into public release.

We're fortunate that Lindersoft has negotiated a special deal with one of the Certification Authorities -
Comodo. Current pricing and ordering information is available through the Lindersoft website. As of this
writing, a three-year certificate costs USD $200. You may say, "ouch", but check out the alternatives -
a three-year certificate from VeriSign is going for USD $995 or direct through Comodo for USD $500.

You can sign as many files as you want to while your certificate is valid.
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Here are some suggestions for buying your certificate through Lindersoft.

¢ If you have ever bought a certificate from Comodo before, do not use that account or that email
address to buy your new certificate - create and use a new email address.
¢ Gather the documentation you'll need to prove your identity. When | bought my certificate in 2008, the
requirements were any TWO of:
» Articles of Incorporation (with address)
» Government Issued Business License (with address)
» Copy of a recent company bank statement (you may blacken out the Account Number)
» Copy of a recent company phone bill
» Copy of a recent major utility bill of the company (i.e. power bill, water bill, etc.) or current lease
agreement for the company
e USE AN XP COMPUTER. DO NOT USE A VISTA COMPUTER! Be sure you will have access to
THIS computer in a few days when your certificate is ready for pickup.
e USE INTERNET EXPLORER. DO NOT USE A DIFFERENT BROWSER!

IMPORTANT: Once you have collected your certificate, you will be able to do code-signing on any
computer. But you will need to collect it on the same XP computer you use to purchase it.

Click the Order link on the Lindersoft website.

Enter your user name and password. NOTE: If you paste the user name from the Lindersoft email,
Windows may add an extra space at the end. Be sure you don't have any extra space(s) after your user
name.

If you're asked for permission to install a certificate enroliment application, say Yes.
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Be sure you specify to get your certificate in a file, so you can easily mowe it to different computers as
needed.

LINDERSOFT

Please do not use your browser's BACK and FORWARD butt

Code Signing Certificate 3 years Be sure you select 3 years.
You don't want this hassle

This webpage will work in most major brq €very year.

Explorer.

Step 1: Product Details

Cenrificate Details

1 year
2years Save 9%
Jyears Highly recommended Save 16%

Select the validity period for
vour Certificate:

{Optionall Enter the Contact
Email Address to appear in |ianEf@heachbunnysnﬁware_cc
vour Certificate:

Total Cost: $200.00

Be sure you save your certificate
as a FILE.
Accept the default 2048 key size.

Advanced Private Key Options

C5P | Micresoft Enhanced Cryptographic Provider wi.0 W

Key Filename O ln the CSF’({E} In the file: | C-\mykey. pvk )
Key Size ( @)

Exportable?

User protected? [ ]

MNOTE: After completing this signup process, we strongly advise you to backup your
Private Key, because your Certificate is useless without it!

Key Generation

When you click the butten below, you will see one or more "Potential Scripting Vielation” popup
Click ™Yes" to each ane.

NOTE: If you are saving your Private Key to a .PVK file, you will also be asked to entd
a "Private Key Password". It is vital that you remember this Password, because your
Private Key cannot be used without it!

Hext:'-l
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Proceed through the rest of the sales screens.

A short while after you place your order, you should get a confirmation from Comodo requesting your

documentation.

Although some of the emails say you can email the documentation, you can't. They require it to be

FAXed or attached to a support ticket.

To submit a support ticket, first go to the Comodo support website and register.

ymodo - - Windows Internet Explorer

—

= |E https: /fsupport. comodo. com/

e

naglt E |-£‘['l

o Bee =
C:0:M-0:-D-O

Comado Support Hame | Trustfax Support Home

Wwelcome to the Comodo Support home page.
From here, you'll be able to find support infu:urrnatiu:urll
through our Knowledgebase and using our Troubles

If vou are not able to find answers to yvour questiong
If vou would like to submit a ticket, please do =o usi|

Register
Register a new account|to submit
new Tickets or manage|subscriptions.
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After you've registered, log in with your new user name. Create a support ticket and attach the

documents.
C-O-M-0:-D-O
Comodo Support Hame | Trustfax Support Home

» required documentation attached

Ticket Details

Ticket 1D S55P-

=tatus: Class

Created Om: 17 Aug 2008 03:34 AM

Order Information
Order Mumber OR Domain

Department: Validabion Escalabed
Prigrity: Critical
Last Update: 17 Aug 2008 05:00 AM

Name: ™

Prablem Description
Brief problem description:

Jane Fleming

) Posted On: 17 Aug 2008 03:34 AM

attachments
SeachBunnySaoftware.jpg (2168.30 KB)

I have ordered my certificate, but not yet received it %

Copies of city business license and bank statement attached.

SeachBunnySoftwarebank.jpg (325.47 KB)

| Updats H =ost Reply |
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Once you're notified that your certificate is available, be sure to use the same XP computer to collect
it.
Otherwise, you'll get an error.

ecurity Services l l

LINDERSOFT

Please do not use your browser's BACK and FORWARD buttons

Code Signing Certificate

Step 50 Installation

Please ensure that you are collecting your Certificate on the same computer that you requested it
from.

If you are using Internet Explorer, you may see a number of "Potential Scripting Violation” or "\WWeh
Access Confirmation” popups. Click "Yes" or "OK" to each one.

MOTE: Please remember that we strongly advise you to backup your Private Key, because
your Certificate is useless without it!

Windows Internet Explorer

Thiz Certificate could not be installed, Please ensure that...

- this is the same computer and web browser from which you
applied for vour Certificate.

- you have not deleted vour Private Key,

- you have not already installed your Certificate.

L

Once you have collected your certificate files, make copies, burn at least one copy onto a CD, and
safeguard both the certificate files and your password that you created when you ordered the certificate.
You won't be able to sign your files without the password.

L

At this point, you can use your certificate files on any Windows computer and no longer need to stick
with the XP machine you used for the ordering process.
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4.1

Getting the Tools

Unfortunately, Microsoft doesn't allow third-party vendors to distribute the current code-signing tools.
SetupBuilder™ comes with Microsoft's old SignCode.exe tool installed, but SignCode.exe has some
issues and may pop up a window that grabs focus when you're in the middle of doing something else.

SignTool.exe is the new code-signing tool. It and the pwk2pfx.exe tool that you'll also need are available
as part of the (free) downloadable SDK from the Microsoft website.

There are probably other ways to go about this, but what I'm going to illustrate involves

1. Downloading the SDK .ISO file from Microsoft (You could use this file to burn a DVD if you wanted)
2. Using WiInRAR to extract the few needed files from the .ISO file

3. Creating a .PFXfile to use with SetupBuilder™

Downloading the ISO

Search for the current SDK (Software Development Kit) on the Microsoft website.
As of May, 2009, the current version is available at this link.

Click Here to Install Silverlight

Micresoft

Download Center

Download Center Home

Product Families
Windows
Office

Servers

Search Al Downloads

Advanced Search

Windows SDK for Windows Server 2008 and .NET

Framework 3.5

Busineg

Develdl This is the .iso file
Windoy | downloaded in
MSN | May, 2009

Gam

Brief Description
IS0 Image

The Windows SDK for Windows Server® 2008 and .MET Framework 3.5 provides documentation
tools designed to help yvou develop Windows applications using both native (Win32®) and manag

Windows Mobile
All Downloads

Download Categories
Games

Direct®

Internet

Windows Security & Updates
Windows Media
Drivers

Home & Office

Mobile Devices

Mac & Other Platforms
System Tools

Dewvelopment Resources

Download Resources

On This Page
& Quick Details

4 System Requirements

4 Related Resources

*

Quick Details
File Name:
Version:

Date Published:
Language:

Download Size:

Estimated Download Time:

& Owerview
& Instructions
4 What Others Are Downloading

( 6.0.6001.18000.367-KRMSDK_EN.iso )
6.1

2/5/2008
English
1330.0 MB

Dialup (56K) * 54 hr 3 min
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4.2

Extracting What You Need

Depending on your operating system, you may or may not need the capicom.dll.
I'm going to suggest extracting it regardless, and either putting it into the folder with your code-signing

tools or into C:\Windows\System32.

Because what you've downloaded is an ISO file, you could burn it to DVD, run the installation program,
opt just to install tools, copy them elsewhere, and then delete the rest of the package.

What Il show is using WinRAR to open the ISO and cherry-pick the few files you'll want. You could use

some other ISO tool as well, of course.

First, open the ISO you downloaded. Then open the Setup folder.

g 5DK_6.0.6001.18000.367-KRMSDE_EM.iso - WinRAR

Options  Help

Favorites

File Commands Tools

A

Add Extract To

Double-click the Setup folder.

hive, unpacked size 1,393 263 200

Sy

Info WYirus5can

. Licenze

£ | Autorun.inf
—LBriacitatamant bt

Within the Setup folder, double-click the .cab file shown.

g SDK_6.0,6001.18000.367-KRMSDK_EN.iso - WinRAR

File Commands Tools Favorites Options  Help

S8

Add Extract To  Test View Delete Find Wizard

In

Open the SDK .iso file.
Then double-click this _cab file

m a 5DK_6.0.6001.18000.367 - KRMSDK_EN.iso'\Setup - 150 13346 UDF archive, unpacked size 1,393,263,202 bytes

Name 4

E WinSDKSamples-x86_WinSDK_.cab
E WinSDKTools-amdbd_WinSDE_.cab
gWinSDKTool s-iabd_WinSDK_.cab
WinSDKTools-WinSDKTools-amd6d.0.cab
WinSDKTools-WinSDKTools-commen.0.cab
WinSDKTools-WinSDKTools-ia64.0.cab

Size Packed Type
614,820 614,820 WinRAR archive

190,406 190,406 WinRAR archive
197 225 197,225 WinRAR archive
10,909,378 10,908,378 WinRAR archive
5118201 5118201 WinRAR archive
15,653,969 15,653,968 WinRAR archive
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You're going to extract the capicom.dll file.

E WinsDKTools-WinSDKTools-commaon.0.cab - WinRAR

File Commands Tools Favorites Options Help

Sapwe

Extract To View Delete Find Wizard Info WVirusScan

Extract capicom.dll

E m H @ WinSDKTeols-WinSDKTools-commeoen.0.cab - CAB archive, unpacked size 13,886,658 bytes

MName 4 Size Packed Type
Folde

510,976

And also signtool.exe and pfk2pfx.exe

E Wins5DKTools-Win5DETools-common..cab - WinRAR
F

File Commands Tools

=

Add Extract To

Extract pvk2pfx exe
Extract signtool.exe

=

Test izard Info

: m : E Win5DKTools-Win5DKTcols-commeon..cab - CAB archive, unpacked size

i Mame 4 |
preadme_htm.FABATCFS_7D55_4251_9409_D390BC6FITEE
pvklpfx_exe.EEHU?QA_BGEl_#AEElQElﬁ_lAFDBAB&DEED

4] ReBase_Fxe.5BT06EBA_5512_476D_AGF1_1CF527D29600

Schema_LoglA3CASCS_F4CE_ 4794 AFT2 9CA9ESEEDAZS

Schema_Ms=i. 20EAESAE 1162 4227 _A333 AB3AGBCSEECE

schema_msi.73949E2C 01F4 4718 ADE2_ADFIAERS20FC
Schema_msi.CE25F3B6_9CBE_4D73_873E_AEBE55A31604
Schema_Ms=i.F25F7207_7CD6_4067_899C_CDe4ESOCOF3D
Schema_Ms=m.20EAESAE 1162 4227 A333 ABIAGBCSEECH
Schema_Msm.7F3CB577_52B4_49F4 9619 7A24BGEATDER
Schema_Msm.DEG2ZBALA_ERE3 4CBD_ACS2 3EAQZDF20CED

Sequence_Msi 20EAESAE 1162 4227_A333 AB3IABBCSEECH

Sequence_Msi 48F1001E_9776_48FC_A3D5 _288A3B29C4C7
sequence_msiGD96CEGL 1413 4784 93EC_T73F2E24EDEES
] Sequence_msi.C825F3B6 9CER 4073 873E_AERB55A31604

Order_Exe. D'4E>545C2 1AAE 41?4 AF49 ABCBTOAFDEZT

)5
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For each file, right-click and choose to extract.

g Win5DETools-Win5DETools-common.O.cab - WinRAR

File Commands Tools Favorites Options  Help

g Right-click.
: Test

Add Extract To Then select to extract.

B B winsDKTools-Win

=

Info W

unpacked size 1]

@ capicom_dIl.970E4F94_S46F 40
Cert2Spc_exe.DTAEGAFT_EC98 Select all
CertMgr_Exe 54E0133E_DC82_4F
|;P| checkwd_exe, C31ACASF 1731 4
- SLI

Extract to the specified folder

T or iy ezl =

Select a place on your hard drive to stash the files.

g Extraction path and patianc

Specify where to
Generd pecty

extract.
l\hDestinatiun path {EI be

C:itemp

|pdate mode
i@ Extract and replace files
BExtract and update files

Fresh exdsting files only

Cverwrte mode

Ctrl+ 4

Alt+E
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Once they're extracted, you need to change the funky names to the real names.

13

=nnc g
{ ii iv| .. v Computer » Local Disk (C:) » templ - | 41-| | Search P
‘ Organize ~ (& Bumn
Favpntellinks Marne = Date modified Type Size
Documents i| | capicom_dIL970E4F94 546F 49F3 BFIF 18BEGES.. 1/16/2008 :21 PM  970E4F94 S546F 49..
- - | pvk2pfx_exe B8F4079A_3661_4ADC 9816 1AFD3A.. 1/16/2008 5:21 PM  B8F4073A_3661 4.
E . Rename each of || signtocl_exe.BGEFFT51_0B1A_4F33_B044_1871CB.. 1/16/2008 5:21 PM  BGSFF751_0B1A 4.
B My the files.
Ma
Done!
uter » Local Disk (C:) » templ - | +y | | Search

Mame Date modified Type

|%| capicorm.dll 1/16/2008 5:21 PM Application Extens...
=] pvk2pfxexe 1/16/2008 5:21 PM Application

=] signtool.exe 1/16/2008 5:21 PM Application

Size

499 KB
28 KB
110 KB
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Making Your PFX

The files you've downloaded have a humber of command-line options.
While signtool.exe can be used with a GUI, you need to use the signwizard command-line switch to

invoke it.
You won't need any of that complexity once you have SetupBuilder™ set up properly, though.

Just running each of the two tools at the prompt shows the basics of their options. Signtool also has
more detailed help as mentioned in the screen shot.

( BIEIEN

BN Command Prompt

c:ntempl>signtool "Use as directed”.
SignTool Error: A required parameter iz missing.

Usage: signtool {command* [options]

Ualid commands:
sign —— 8Bign files using an embedded signature.
signwizard — Launch the signing wizard.
timestamp — Timestamp previously—signed files.
verifuy —— Uerify embedded or catalog signatures.
catdh —— Modify a catalog database.

For help on a specific command, enter “szigntool <command> ~7'
c=“templ *puk2pfx

Uzage =
pukZpfx —puk {puvk-—Ffile> [-pi <{pvk-—pswd>*] —-spc <spc—FfilelX
[-pfx <pfx—File> [-po <pfx—pswd>] [F11

—pvk <puk—-fileX input PUK file name.

—spc <spc—File> input SPC file name.

—pfx <pfx—File> output PF¥ file name.

—pi {puk—psud> PUK passuword.

—po <pfx—psuwd> PFR passuword;: same as —pi if not given.
—-f force overwrite existing PFX file.

if —pfx option iz not given, an export wizard will pop up. in
this case. options —po and —f are ignored.

c=stempl >

© 2009 Jane Fleming



Getting the Tools 15

To create your .PFXfile, I'd suggest copying your certificate files (something.spc and something.pvk)
into the same folder where you have pwk2pfx.exe installed. Then run the command as shown.

BN Command Prompt =@ =/ |

c-“templ puk2pfx —puk MyPUKfileMame.puvk —spc MySPCfileName.spc —pi MyPUKPazsword
—pfx PFiFileMameToCreate.pfx —po PasswordForMewPFifile

Use pvk2pfx to create a PFX file from your .spc and .pvk code-signing files you
bought from Comodo.
-pi is the password you set when you bought the certificate

-po is the passwaord for the PFX file you want to create

Specify the names of the two certificate files and the new PFX file as shown.
Although the command is long and will wrap by itself, it must be entered as all
one line befare you hit [Enter].

Here's a string you can copy and paste to get you started.

’ pvk2pfx -pvk mykey.pwK -pi janepassword -po_mynewpass -spc mycert.spc -pfx Jane.pfx

© 2009 Jane Fleming
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Setting Up SetupBuilder

You'll need to tell SetupBuilder™ to use SignTool.exe instead of the SignCode.exe file that ships with it.
Click on Tools, then Options, then select the File Locations tab and browse to the folder containing

SignTool.exe

ttupBuilder 6.9 [Developer Edition]

{_Jook
v Project Build Debud Tools elp
e =t

Options
eneral | Compiler I Preferences | Web Update | FTP Profile | Editor {_File Locations | angug
-

Tell SetupBuilder where to find SignTool.exe (1 put a
copy into the SetupBuilder folder).

NOTE: Use SignTool in place of the SignCode exe that
ships with SetupBuilder.

Microsoft does not allow vendors to distribute SignToaol,
50 you have to install it yourself.

SignCode. exe or SignTool.exe LumtiunD

C:\Program Files (x86)\5Ba8 \siantool exe

Credentials File:

Private Key File:

© 2009 Jane Fleming
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6 Code-Signing Your Installer

To code-sign your installer, click Project, then Settings, then scroll right until you get to the Digital

Signature tab.

Enter the path to the PFXfile and its password. Also fill in your web address and descriptive name as

you want Windows to disp
timestamp servers. (See't

lay it to your customers. And enter the URL for one of the code-signing
he SetupBuilder™ documentation for more information.)

Because you're using SignTool.exe and a PFXfile, you don't need to enter anything in the Credentials
File or Private Key File fields.

#* Miscl.sbb - SetupBuilder 6.9 [Developer Edition]

General Information

B

Generator | Advanced |

(7 No Digital Signature
(@ Digital Signature

Credentials File:

Private Key File:

Spedify whether to add a digital signature to the installer executable,

Web URL: H sign the installer.

Descriptive Name: 4 application compiler directive to code-
TimeStamp URL: R

PFX File (optionally C:Wirtual1\forscore\Jane. pfx
Key Password: FEmm——

Installer Style | Languagdg  Digital Signature g -

—

Enter the name and path of the PFX file
here, along with its password, to code-

Do this also using the #code-sign

sign the application files you're
distributing.

M
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Code-Signing Your Application Files

The actual application file(s) that you distribute should be code-signed. | sign both EXE and DLL files.

You want to code-sign your file(s) after you have embedded a manifest, because the code-signing
guarantees that the file hasn't been altered and inserting a manifest is definitely an alteration.

Use the #code-sign application Compiler Directive.

» | Script Functions [ =]

(__#u:nde—sign application... )

FConst. ..

#copy file...
#oreate folder. ..
#def...

F#delete file... H

m
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If you want your application file on your hard drive (not the copy compiled into the installer) to remain
code-signed after the installer has been compiled, mark the Permanent check box. Otherwise,
SetupBuilder™ will stash a copy of your original .EXE file,code-sign the file, compile the code-signed file
into the installer, then restore the unsigned EXE to the folder on your hard drive.

[ TESCULET ] |
' If features are eng . —

| Warning: It is not Preprocesson Code-sign Application Q
File Mame:

C:wirtual 1itest\MyExe, exe

Web URL: -
Embed manifest hittp: fwvew, beachbunnysoftware. com Use the drop list to

before signing app. it : selecta tim&s’gamp
gning app Descriptive Name: server, or type in
My Test Application another one.
TimeStamp URL:

lp: /ftimestamp. comodoca . comfauthenticode

»ffimestamp. comodoca. comfauthenticode
hittp: /fimestamp. verisign. com/scripts/timstamp. dil

Ferbed UAC manifest)i

#code—-gign applicat’c

[ User Interface ]
! Wizard dialog defif | Private Key File:
Define Wizard Dialog
Define Wizard Dialog
Define Wizard Dialog || PFX File (optional):

C:Wirtual 1\test\Jane. pfx

! The Wizard Leoop dig
Loop Wizard (Zbort DA | Key Password:
End sesnesEssn

=
! Diaplay progress d [] skip if file is already code-signed

Display Setup Frogred| = permanent
P

Can e : -
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